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Cryptography basics
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Cryptography classes
Symmetric Cryptography

Alice Bobd$6?§

Hallo Hallo

symmetric key

Key encrypts and decrypts data

⇥ Difficult key distribution
X Resistant against quantum algorithms

Asymmetric Cryptography

Alice Bobd$6?§

Hallo Hallo

public key
private
key

Public key encrypts
Private key decrypts

X Easy key distribution
⇥ Vulnerable to quantum algorithms
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One-time-pad encryption

First proposed by Gilbert Vernam of AT&T in
1926

Basic Idea:
1 Alice generate random key and shares it with

Bob
2 Alice adds key to the message to encrypt it
3 Alice send Bob scrambled massage
4 Bob adds key to the message to decrypt it

Key can only be uses once
Provably secure because of randomness

Encryption
Scrambled
message

Key

Message01111
00100
01011

Decryption

Scrambled
message
Key

01011
00100
01111 Message
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RSA Encryption
Developed by Rivest, Shamir and Adleman in
1977

E = De
mod n

D = Ed
mod n

Where is the vulnerability?

In the key generation!
1 Pick random large prime numbers q and p

2 n = q · p
. . .

Prime factorization is an NP-Problem
) Shor’s algorithm on quantum computer

Alice Bob

(e,n)
public key

E
encrypted data

(d,n)
privat key

D
data

255509093401150043069690992568410415214039311348313674
410379209369531721442387821438918620651436475208407582
647645104397669421833821062618671989769945724433219319
202724618173338009878511887202955454786310204626041647
853189841777195804868948224641473448613805232967351114
207555877008528108437879575592834061780352889321593148
599441786630581858926105327650207163036605944478316189
871076326489593135270712752117913430958918094696285988
856640718732087189028298527017787582579450690921729109
546466296097033041733542577934640819689560930522308683
410727141110837459790881712708935816543183389923097441
53206195632891473910363

Modulus for RSA 2048
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Problems and Solutions

So symmetric Cryptography after all?

But how do we distribute keys?
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Quantum key distribution
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Useful feature of quantum states

Objective randomness

) Impossible to crack using algorithms

Disturbed if measured unless the measurement is compatible

No cloning theorem

) Man in the middle attacks can be recognised

Entanglement?
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BB84

Developed in 1984 by Charless Bennett and Gilles
Brassard

Basic Ideas:
Encode key via polarisation of single photons
Basis of polarisation is chosen randomly
Eavesdropper doesn’t know the basis

) If measured wrongly, the polarisation is
changed
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Example of a BB84 QKD

1 Alice sends a random key randomly encoded
in the 0° or 45° basis

2 Bob randomly measures in the 0° or 45° basis
3 Alice and Bob publicly compare their

measuring basis
4 Bits with the same basis are kept ✓ ✓ ✓ 

0 1 1 

Bob's measurement
basis

Alice Data

Bob's measurements

Bob used correct basis
Key
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Eavesdropping detection in the BB84 protocol

How do we detect eavesdropping?

By comparing part of the key!

Bob's measurement
basis

Alice Data

Bob's measurements

✓ ✓ ✓ Bob used correct basis

1 1 0 Key

Eve's measurement
basis

Eve's measurements
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Problems in the real world

Coherent light sources
) Hard to send single photons
) Beam splitting attacks and measuring of

both axis

Dark counts
Bit flips
Losses
) False detection of eavesdropper

High trough put is needed
) Key distillation / privacy amplification
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Experiments
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IBM prototype

Bennett, Brassard et. al. Scientific American , Vol. 267, No. 4 (OCTOBER 1992), pp. 50-57

Distance only 34cm ) Losses increase exponential

Today 144km are possible
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Satellite-to-ground QKD

Chinese Micius Satellite
launched 16 August 2016

uses decoy-state BB84 QKD transmitter

since September 2016 QKD to Xinglong on
a regular basis

Liao, SK., Cai, WQ., Liu, WY. et al. Nature 549, 43–47 (2017)
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Advantages of Satellites
Effectiv thickness of atmosphere only 10km
Connect two arbitrary ground stations
Hard to temper with . . .but not impossible

https://de.wikipedia.org/wiki/Erde (modified)

Last accessed:02.12.22 17:50 Liao, SK., Cai, WQ., Liu, WY. et al. Nature 549, 43–47 (2017)
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Quantum-entanglement-based QKD
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Quantum-entanglement-based Protocol

Proposed by Artur Ekert in 1991
1 Create entangled photon pairs
2 Alice and Bob randomly choose measuring

basis
3 Alice and Bob publicly compare their

measuring basis
4 Bits with the same basis are kept

The key distributer, doesn’t know the key!

Alice Bob

Widera, Quantum Optics Lecture 23, July 2022

Dennis Breu Quantum cryptography 19/ 25



PHYSIK Cryptography basics QKD Experiments Entanglement QKD Summary

Eavesdropper detection in Entanglement based Protocol
BB84

Eavesdropper's
measurement basis

1 0 

Alice's and Bob's
measurement basis

Bell’s inequality

Eavesdropper's
measurement basis

1 1 

Alice's and Bob's
measurement basis

Test for violation
of bell's inequality
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Entanglement-based quantum communication over 144km

Ursin, R., Tiefenbacher, F., Schmitt-Manderbach, T. et al. Nature Phys 3, 481–486 (2007)
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Entanglement-based secure quantum cryptography over 1.120 kilometres

Yin, J., Li, YH., Liao, SK. et al. Nature 582, 501–505 (2020)
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Summary
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Summary
Todays asymmetric cryptography algorithm
can be cracked by quantum algorithms
Quantum cryptography is just QKD
QKD (BB84) doesn’t need entanglement
By using entanglement a key distributor
doesn’t know the key

Yin, J., Li, YH., Liao, SK. et al. Nature 582, 501–505 (2020)

Alice Bob

(e,n)
public key

E
encrypted data

(d,n)
privat key

D
data

✓ ✓ ✓ 
0 1 1 

Bob's measurement
basis

Alice Data

Bob's measurements

Bob used correct basis
Key
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Thank you for your attention!
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